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Security Mission 

The security mission of Backpack Boyz (“Backpack Boyz”) is to distribute cannabis and cannabis 

products and medicinal marijuana in accordance with the highest standards for quality of products, 

services, and public safety. Every aspect of Backpack Boyz’s operation will have a strong 

emphasis on security and preventing the theft or diversion of cannabis and medicinal marijuana in 

compliance with the New Jersey Administrative Code (“N.J.A.C”) and the Ordinances of the City 

of Jersey City, N.J. (“Code”). 

 

Backpack Boyz recognizes that cannabis and medicinal regulations are likely to be revised or 

updated from time to time as the cannabis and medicinal marijuana industries further develop in 

New Jersey. Backpack Boyz will communicate all concerns with the City of Jersey City (“City”), 

New Jersey, and will continually monitor changes in the laws, rules, and regulations in order to 

update this Safety and Security Plan and keep it current with all requirements. Backpack Boyz will 

position itself as an industry leader in security by working with the cannabis and medicinal 

marijuana communities to further improve security policies and procedures and will serve as a 

model for cannabis and medicinal marijuana businesses. 

 

In accordance with N.J.A.C. §17:30(A)-9.7(b)(3), Backpack Boyz will implement security 

measures that protect the premises, registered qualifying patients, registered primary caregivers, 

principal officers, directors, board members, and employees of Backpack Boyz. Prior to the 

commencement of any operations, Backpack Boyz will obtain a written approval of their set 

security protocols from the Police Chief. In accordance with Code §84-50, the Police Chief will 

have authority to require additional safety and security measures if needed.  

 

Professional Security Consultant  

Backpack Boyz has contracted with Sapphire Risk Advisory Group, LLC (B07328001, Security 

Consultant, Texas) to assist in designing Backpack Boyz’s security program and strategy. Sapphire 

has extensive expertise implementing loss-prevention controls and processes that mitigate security 

threats from armed robbery and burglary. Sapphire has designed security operations for over 70 

cannabis businesses in 35 states, including Terrascend and Justice Grown in New Jersey. Tony 

Gallo is the Managing Partner at Sapphire Risk Advisory Group. For the last 30 years, Gallo has 

been a Senior Loss Prevention Executive possessing both strategic and tactical experience in the 

multi-unit retail and financial loan service industries, as well as the auto parts industry. Gallo has 

proven his ability to reduce losses in not only the loss/asset prevention field, but also in audit, 

safety, risk management, disaster planning, and insurance. 

 

Sapphire’s experience is implemented in this Safety and Security Plan through focusing on 

preventing crime before it occurs. While reactive methods of catching criminals are instituted, 

deterrence is a focus of this Safety and Security Plan. Internal theft is a forgotten, yet critical aspect 

of cannabis security, and its development into diversion can create an unpopular problem in any 

community. The installation of safes and other physical barriers, the conspicuous placement of 

cameras, the use of multi-lock metal doors, and the ease of reporting concerns to management 

anonymously are all tactics that are drawn from experiences in cannabis, medicinal marijuana, 

pawn, and other high-risk retail industries to demonstrate that investment in proactive security is 

the best investment in any business. 
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Backpack Boyz has also contracted with Crossroads Investigation Services. Crossroads 

Investigation Services is a research and investigative firm that conducts worldwide information 

gathering and investigations. Crossroads combines the skills of data searching, indexing and 

Investigative experience, in order to provide a full range of services. The professionals at 

Crossroads in New Jersey have been securing operations for over 30 years. 

 

Scope of the Cannabis Business 

Responsibilities of Employees 

Each individual employed by Backpack Boyz will be designated a role title and have defined roles 

in implementing this Safety and Security Plan, including: 

• General Manager (GM) – to create, implement, and manage this plan 

• Assistant General Manager (AGM) – to help with implementation and management of this 

plan 

• Employees – to assist with cleaning, beautification, and nuisance prevention 

• Facility Manager – to implement the lighting and signage plans and to manage repairs in a 

timely manner 

• Security Manager – to oversee the implementation of this plan by employees and security 

guards 

• Security Guards – to ensure that the facility is safe, to manage nuisance problems, and to 

report needed repairs 

 

Licensing and Regulatory References 

The following licensing and regulatory texts were referenced in the creation of this Safety and 

Security Plan: 

• Ordinance of the City of Jersey City, N.J., Chapter 84, 160, 304, & 345 

• New Jersey Cannabis Regulatory Commission (“CRC”), Personal Use Cannabis Rules; 

• Special Adopted New Rules: N.J.A.C. 17:30; Adopted: August 19, 2021, by New Jersey 

CRC, Dianna Houenou, Chair; Sections 17:30-9.10(b) & 17:30-14.2(e). 

 

Facility Design and Management Statement of Purpose 

Backpack Boyz shall dispense cannabis in a commercial area of Township. The location is 0.7 

miles from the Jersey City Fire Department, 1.9 miles from Christ Hospital, and 0.4 miles from 

Jersey City Police Department: West District. 

 

It is the role of Backpack Boyz’s GM to ensure that the retail facility will create a secure and 

sanitary environment for all employees, contractors, consultants, and clients, as well as for the 

surrounding community. Backpack Boyz’s goal is to fit seamlessly and safely into the community. 

Backpack Boyz will provide law enforcement and neighbors within 100 feet of Backpack Boyz 

with the name and phone number of a staff person (GM) to notify during and after operating hours 

to whom they can report problems with the establishment, in accordance with N.J.A.C. §17:30-

9.10(b)(11). 
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Keeping the Sidewalks and Alleyways Clean 

Every morning, midday, and as needed, a manager will ensure that staff members clear the outside 

areas adjoining the premises. This encompasses the spaces on all sides of the facility, including 

the entrances, sidewalks, and alleyways, which will be kept clear of all litter and debris. Each 

business day, a manager will check the front walkways for debris and will ensure that it is cleared 

in a timely manner, whenever needed, to prevent accidents. 

 

Security guards will tidy up any minor litter during their regular rounds. If the debris is excessive, 

they will report to the GM or AGM, who will assign staff to remove it or will remove it themselves. 

This may require arranging for outside services to remove the trash and transport it to a landfill. 

  

Maintaining Adequate External Trash Receptacles (Non-Cannabis Waste) 

Backpack Boyz will ensure that the entire premise is free of litter, debris, and trash at all times, in 

accordance with Code §84-50(B). The GM will ensure there are easily accessible garbage cans 

(both trash and recycling) for patrons and staff, both inside the facility and outside. If any cans 

need to be replaced or if additional cans are needed, the AGM will manage this task. The AGM 

will also ensure that there are always adequate trash bags for both internal and external, heavy-

duty use. The GM will arrange for regular garbage pickup and any extra pickups needed, should 

an excess of trash or debris develop. The GM may assign the AGM to help arrange special trash 

pick-up services, using either the municipal waste management system or a private company to 

clear large amounts of garbage. 

  

Graffiti Removal 

The GM is responsible for supervising the removal of all graffiti from the premises within 72 hours 

of its application. City code allows 72 hours removal time after being given official Police or 

Planning Department notice, but Backpack Boyz will remove graffiti within 24 hours of its 

application in a quick and efficient manner so as to stop any trend towards graffiti. This will be 

done either by staff to remove and/or paint over any graffiti, consulting and utilizing the City’s 

graffiti removal employees or vendors, or by hiring an outside graffiti removal or painting 

company. The GM will manage the clean-up plan but may assign the task to the AGM. 

  

Maintaining a Nuisance Prevention Plan 

The GM is responsible for creating, implementing, and updating the Nuisance Prevention Plan and 

reporting policies and procedures. The GM is responsible for taking all reasonable steps to 

discourage and correct nuisance on sidewalks, in alleys, and in surrounding areas. This includes 

traffic issues during business hours and when directly related to dispensary clients. Backpack Boyz 

will use the following definition of nuisance: Nuisance includes but is not limited to disturbances 

of peace, open public consumption of cannabis or alcohol, excessive pedestrian or vehicular 

traffic, illegal drug activity, harassment of passersby, excessive littering, excessive loitering, 

illegal parking, excessive loud noises, especially late at night or early in the morning hours or, 

lewd conduct. 

  

Implementation of the Nuisance Prevention Plan 

The shift manager, either the GM or AGM, is primarily responsible for implementing the Nuisance 

Prevention Plan. Security guards posted at the front of the facility will also be vigilant in observing 

the street and nearby areas for nuisance behaviors created by consumers, patients, or caregivers. 
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When on duty, security guards will observe consumers, patients, and caregivers as they approach 

and exit the facility. No nuisance behaviors will be allowed, either from consumers, patients, or 

caregivers, or by any visitor of Backpack Boyz. 

 

If anyone spots nuisance behavior, the GM or AGM (whomever is the senior manager at the time) 

will be notified immediately. If the nuisance is onsite, the manager or security guards may remedy 

the situation by having a conversation with the patron, requesting that the activity cease. However, 

they will never do this if making the request threatens their personal safety. If any such fear exists, 

the Security Manager, security guards, or another staff member will call 911 immediately. If the 

nuisance behavior is offsite, the Security Manager or security guards will decide to go offsite to 

manage the situation with a polite conversation or will call 911 for police assistance. 

 

The GM will implement and supervise a Nuisance Prevention Training Program to train all staff 

on the nuisance policy, with the AGM acting as the lead trainer. The AGM will instruct the team 

on how to best educate consumers, patients, and caregivers about building rules and nuisance 

prevention in the neighborhood. This will be achieved through a combination of posted signs, 

handouts, and verbal messages. 

 

The GM and AGM will instruct security guards and other team members regarding when to contact 

911 or the Non-Emergency Police number, 973-325-4000, for nuisance related issues. Backpack 

Boyz understands that it is important to understand which emergency situations require immediate 

police assistance and how to make those calls when needed, and will ensure that this is 

communicated to all staff and security guards. 

  

Educating Consumers, Patients, and Caregivers About Nuisance Prevention 

The GM and AGM will create a program to educate consumers, patients, and caregivers about 

nuisance prevention. This may include signs, handouts, and rules that are given verbally to new 

consumers, patients, and caregivers, both during their initial visit and at any other time needed. 

The AGM will train staff to provide this information to consumers, patients, and caregivers and 

employees will ensure that all handouts are given to purchasers and that information is also 

verbally explained. 

  

Refusing Service for Nuisance Violations 

Small, non-recurring violations of the nuisance policy are easy to manage with verbal warnings. 

If the violation is serious, such as lewd conduct, graffiti, or illegal drug activity, or if it requires 

the assistance of the police, the GM will immediately revoke the person's rights to service. The 

GM or their designee is responsible for assuring the person is removed from access to the Track 

and Trace sales system, and notice will be placed in their file noting they are no longer allowed 

entry. One or more small violations may also lead to a permanent revocation of a person’s right to 

service. 

 

When issuing refusals of service, it is possible that the recipient may get upset. For this reason, the 

responsibility falls to senior managers to communicate any revocation of service to individuals. 

This includes the GM, AGM, and Security Manager, who will walk the individual outside and 

inform them privately of any such revocation. 
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OSHA Guidelines and Compliance 

Backpack Boyz will enter into an on-site consultation agreement with the Occupational Safety and 

Health On-Site Consultation Program maintained by New Jersey Department of Health Public 

Employees Occupational Safety and Health (PEOSH), as well as participate in the Safety & Health 

Achievement Recognition Program (SHARP). When possible, Backpack Boyz will follow 

OSHA’s guidance for retail operations and workers to prevent the spread of COVID-19. This may 

include installing plexiglass partitions at consumer service windows and cash register lanes. 

Backpack Boyz will also establish protocols and provide supplies to disinfect frequently touched 

surfaces, as well as push bars and handles on any doors that do not open automatically. 

 

Sanitation 

Backpack Boyz will follow PEOSH Sanitation Standards, adopted from the U.S. Department of 

Labor Sanitation Standard (OSHA) established in 29 CFR 1910.141 to maintain a clean and safe 

working environment. All floors, contacts, and work surfaces will be kept free of hazards and 

cleaned on a regular schedule. All work surfaces will be cleaned and sanitized prior to 

commencing, and after completing any activity involving cannabis or medicinal marijuana, using 

sanitizing agents registered by the Environmental Protection Agency. Safety data sheets will be 

easily accessible to employees. Cleaning and sanitation materials will be stored in fire-safe 

lockable containers. Spill-kits will be kept throughout the facility for easy access. Employees will 

be trained on the proper handling of cleaning materials. Waste receptacles will be emptied and 

cleaned no less than once per day. Backpack Boyz will have an adequate number of lavatories for 

the number of employees at the facility. Lavatories will be maintained in a sanitary condition and 

will be immediately available to employees. 

 

Safety and Security Measures 

General Security Policies 

Backpack Boyz will operate in a manner to protect the premises and promote public safety. In 

compliance with Code §84-50(B), all areas of the premises will be maintained free of debris and 

kept clean and orderly on a regular basis. Trash will be properly removed daily from areas with 

cannabis or medicinal marijuana. Floors, walls, and ceilings will always be kept in good repair. 

 

Backpack Boyz will only sell to consumers within the premises and will not sell through a window 

or slide-out tray to the exterior of the premises. Additionally, Backpack Boyz will not operate a 

drive-in or drive-through. In accordance with N.J.A.C. §17:30-13.2(f), all cannabis goods sold will 

be contained in properly labeled, tamper-evident, and child-resistant packaging which meets the 

requirements of the Poison Prevention Packaging Act of 1970, 16 CFR Part 1700, as well as all 

other requirements of N.J.A.C. §17:30-13.5. Pursuant to N.J.A.C §17:30-9.10(b)(7), entrances into 

the store will be always locked with entry strictly controlled by security guards.  

 

Employees will only have access to the areas of the premises that relate to their function at work. 

All employees and management will receive loss prevention and safety training and will attend 

and pass an online armed robbery awareness course conducted by a licensed high-risk security 

consultant. All security training certifications received will be stored in the employee’s personnel 

file. Each employee will wear their photo identification badge issued by the company at all times 

while on the premises. Employees will also wear their Cannabis Business Identification Badge, 
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issued by the CRC. At least two employees will be on-site at all times during regular business 

hours from opening to closing. 

 

Cooperation with Laws and Law Enforcement 

Backpack Boyz will cooperate with the City’s Police Department to coordinate the security 

strategies of both the police and the retailer. Understanding that cooperation with City staff and 

Police Department personnel is key to maintaining the integrity of the community, Backpack Boyz 

will fully participate in all requested inspections or investigations relevant to the enforcement of 

laws and regulations. Furthermore, Backpack Boyz’s Safety and Security Plan has been developed 

with the assistance of a professional consultant specializing in retailer and cannabis security to 

ensure full compliance with the Code of the City, as well as N.J.A.C. §17:30, issued by the CRC. 

Backpack Boyz will continually monitor changes in the laws, rules, and regulations to update this 

Safety and Security Plan and keep it current with all applicable requirements. Backpack Boyz will 

cooperate with the City whenever it makes a request, without prior notice, to inspect or audit the 

effectiveness of this Safety and Security Plan or any other requirement of any state or local law. 

  

At this time, Backpack Boyz intends for the role of security representative/liaison to be conducted 

by the Security Manager. Backpack Boyz will identify a designated security representative/liaison 

to the City who will be reasonably available to discuss security-related measures or operational 

issues. The designated security representative/liaison will, on behalf of Backpack Boyz, annually 

maintain a copy of the current Safety and Security Plan that: 

• Confirms that a designated manager will be on duty during business hours and will be 

responsible for monitoring the behavior of employees. 

• Identifies all managers of the facility and their contact phone numbers. 

• Confirms the location of first aid supplies and operational fire extinguishers. 

• Confirms that burglar, fire, and panic alarms are operational and monitored by a licensed 

security company 24 hours a day, seven days a week, in compliance with N.J.A.C. §17:30-

9.10(c), and provides contact information for each licensed security company. 

• Identify a sufficient number of licensed, interior, and exterior security guards who will 

monitor individuals inside and outside Backpack Boyz’s facility and any adjacent property 

under Backpack Boyz’s control. 

 

Prohibitions 

Backpack Boyz will only sell usable cannabis and cannabis products that are packaged and labeled 

in accordance with N.J.A.C. §17:30-13.2 and 13.3. Persons under the age of 21 will not be allowed 

to purchase cannabis, in accordance with N.J.A.C. §17:30-12.2(d, e), or consume it, as per Code 

§84-47(C). In accordance with Code §84-49(C), Backpack Boyz will post visible signage within 

the premises that addresses age requirements. 

 

All cannabis items will be stored indoors and on-site. Backpack Boyz will do so by utilizing the 

Secure Room Product Storage Area. In compliance with Code §84-49(A), no cannabis items will 

be visible to the public eye. All cannabis items shall be stored indoors and on-site.  

 

Pursuant to Code §345-60.5(3)(E), any outside generators or other mechanical equipment used for 

any kind of power supply, cooling, or ventilation system will be enclosed. Additionally, baffles, 

mufflers, and/or other noise reduction system will be used to mitigate any noise pollution. 
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In compliance with N.J.A.C. §17:30-12.2, Backpack Boyz will not cultivate cannabis or produce, 

manufacture, or otherwise create cannabis products. Smoking, ingestion, or consumption of 

cannabis in a public place will be prohibited at Backpack Boyz, in compliance with Code §84-

47(A, B). In accordance with Code §84-49(C), Backpack Boyz will post visible signage within the 

premises that addresses the prohibitions of using cannabis or medicinal marijuana in public and on 

the facilities. Backpack Boyz will not sell, store, or allow the consumption of any alcohol, tobacco, 

or nicotine products on or at the premises. No employee or volunteer will be under the influence 

of a controlled substance.  

 

Cannabis Waste Disposal and Waste Handling Procedures 

Backpack Boyz’s Waste Disposal and Sanitation SOP will describe Backpack Boyz’s processes 

for disposing of cannabis items and maintaining a sanitary and safe environment in compliance 

with N.J.A.C. §17:30-9.14, as well as New Jersey Public Employees’ Occupational Safety and 

Health (PEOSH) standards. This plan will be documented within Backpack Boyz’s Operations 

Manual, which will be maintained on the premises, in compliance with N.J.A.C. §17:30-9.6.  

 

Prior to destruction/disposal of any cannabis item, Backpack Boyz will document through written 

record the weight and/or quantity of each cannabis item and update the inventory record to reflect 

the destruction. The cannabis waste will then be disposed of in accordance with local and state 

regulations, in accordance with N.J.A.C. §17:30-9.14(a). Within 10 days of the destruction or 

disposal of cannabis items, Backpack Boyz will notify the CRC in writing, detailing the form, 

weight, and quantity of cannabis items destroyed, pursuant to N.J.A.C. §17:30-9.14(c). All 

cannabis destruction/disposal records will be maintained by Backpack Boyz for 2 years, in 

compliance with N.J.A.C. §17:30-9.7(h). Backpack Boyz will prohibit employees from disposing 

of cannabis items in general trash receptacles. Acceptable methods of rendering the waste unusable 

and unrecognizable include thermal treatment or melting, shredding, grinding, or tearing, and 

incorporating the cannabis waste with other waste. Waste destruction/disposal will always occur 

under direct video surveillance and will be observed by management and one other employee. 

Destroyed cannabis waste will promptly be transported to a permitted waste landfill or processed 

at a permitted resource recovery facility or incinerator. 

 

Odor 

In accordance with Code §84-48 and §345-60.5(3)(D), Backpack Boyz will implement odor 

control devices and techniques to ensure that cannabis odors are not detectable off-site. Backpack 

Boyz will provide a sufficient odor absorbing ventilation and exhaust system with carbon filters, 

so that odor generated inside the facility is undetectable anywhere outside Backpack Boyz 

building. Carbon filters will be replaced regularly to mitigate odor. Backpack Boyz will have all 

ventilation systems approved by the City of Jersey City Department of Health and Human 

Services. 

 

Perimeter Security 

Lighting Plan 

Lighting will cover all entrances and exits, all possible points of intrusion, adjoining sidewalks, 

and facades, provided in compliance with N.J.A.C. §17:30(A)-9.7(b)(13), immediate surrounding 

areas, and exterior walls of the facility.  
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Backpack Boyz lighting will be designed to provide adequate illumination for all consumers, 

patients, caregivers, visitors, and for the general public. The purpose of Backpack Boyz’s lighting 

plan is to ensure the facility is safe and secure for identification reasons. The GM will ensure that 

the outdoor lighting plan is well-designed and that all lights are positioned to prevent excessive 

illumination. Backpack Boyz will direct all lighting fixtures downward, equipping them with 

necessary shielding to ensure that the direct source of light is not visible beyond the property lines 

of the premises. This includes any off-street parking where the light will be directed down towards 

the parking spaces and limited to the parking area. 

 

Adequate emergency lighting will be provided for indoor evacuation routes and will go into 

operation automatically when needed. The lighting system will be designed, and exact locations 

recorded on the Security Diagram so that repairs can be made more rapidly in an emergency. 

Switches and controls will be properly located, waterproof, tamper resistant, and centrally located. 

The lighting system will be regularly inspected, and any failures will be repaired within 24 hours. 

 

In compliance with the Jersey City Municipal Code, Section 25-14.1, the level of illumination at 

ground level will “never exceed 0.5 of a foot candle at the property line, nor 0.3 of a foot candle 

at any property line abutting a property used by or zoned for residential use.” The GM is 

responsible for measuring the light after installation through an experienced contractor and then 

on a regular basis to ensure that this standard is met. The GM will work with the Planning Board 

or Zoning Board of Adjustment to ensure that the lighting plan suits the needs of Backpack Boyz, 

the neighbors, and the security of the facility. The GM will work with an architect to ensure that 

all areas of the premises will be identified on the site plan with the minimum level of illumination 

set forth in Subsection 25-14.3 of the Jersey City Municipal Code. Backpack Boyz will stay nimble 

to make any adjustments needed or required, at any time, including repairing or replacing any 

broken light fixtures immediately. 

 

All lighting used to illuminate the premises will be deflected away from adjacent properties and 

directed toward the retailer premises. Cones of illumination will be directed downwards to direct 

beams of light in an overlapping fashion in case of bulb failure. All entrances and windows will 

be illuminated during the hours of darkness to a minimum of 500 lux, twenty times the minimum 

for standard video monitoring. Additionally, 1,000 lux motion-activated lighting will illuminate 

exterior doors and windows. Lux quantifies how much light enters the eye or camera, and 500 lux 

is comparable to a sunset. Automatically controlled lighting will be checked and inspected 

regularly for proper operation prior to darkness. The lighting system will have a dependable 

auxiliary source of power that is independent of the power system. Parallel circuit wiring will be 

used to prevent system failure in the event a bulb fails in any one fixture. 

 

In accordance with N.J.A.C. §17:30(A)-9.7(b)(8)(i), Backpack Boyz will keep the outside areas of 

the premises and its perimeter well-lit and will install exterior lighting that is sufficient to deter 

nuisance and criminal activity and facilitate surveillance that will not disturb surrounding 

businesses or neighbors. 
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Exterior Loitering and Security 

Businesses that permit loitering may garner a negative reputation in the community as loitering 

can signal to potential criminals that crime is tolerated or easily achieved. Deterrence of loitering, 

pursuant to Code §84-50(B), is essential to Backpack Boyz’s mission of becoming a security leader 

and positive influence in the community. 

 

In compliance with N.J.A.C. §17:30(A)-9.7(b)(7), Backpack Boyz will keep access from outside 

the premises to a minimum and ensure that access is well controlled. In compliance with N.J.A.C. 

§17:30(A)-9.7(b)(12), Backpack Boyz will consistently and systematically prevent loitering, that 

is, the presence of persons who are not on-duty personnel of Backpack Boyz and who are not 

engaging in authorized activity. 

 

As mentioned previously in this plan, loitering will be prevented primarily by security guards and 

signage with monitoring available via video surveillance. Security guards will maintain overt 

presences during business hours and approach individuals reported or seeming to be violating 

trespassing laws. Should a situation escalate, security guards will be instructed to notify the police; 

however, de-escalation will always be the goal of any non-violent encounter. 

 

Employees will be trained to watch for signs of suspicious behavior. After hours, loitering is 

prevented via video monitoring, lighting, and signage. By maintaining a pristine premises 

environment, negative effects like vandalism or incidents are deterred. There will not be benches 

or areas for easy seating available outside the business. Strong lighting ensures that activities are 

captured clearly on camera and that there is no confusion regarding who is near the business. 

Signage will unequivocally make clear that trespassing is prohibited. 

 

Backpack Boyz will also investigate the use of security technology to deter loitering. High 

frequency anti-loitering devices called “mosquitoes” use sensitive tones to annoy loiterers into 

moving away from the property. Proactive video monitoring services such as Netwatch allow 

remote monitoring stations to verbally communicate with loiterers, permitting messages such as 

“Police will be called” or “trespassing is not permitted”. 

 

When interior capacity is exceeded, consumers, patients, and caregivers will be instructed to queue 

in front of the store until capacity is at a manageable level. The security guards will be responsible 

for monitoring the number of individuals on the premises. Generally, overcrowding should not be 

an issue, as the guard will let in one consumer for each one that leaves once maximum capacity is 

reached. 

 

Parking 

Employees will only park in the areas designated for employee parking. Employees will only be 

on the premises during scheduled shifts. Backpack Boyz will prevent employees and individuals 

from remaining on the premises if they are not engaging in an activity related to Backpack Boyz. 

 

Security Personnel 

Security Leadership 

Backpack Boyz will designate a Security Manager to provide leadership and training to ensure a 

secure environment and to prevent product diversion, theft, and loss. The Security Manager will 
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conduct security and emergency preparedness staff training by developing, scheduling and/or 

facilitating training for employees to ensure that all employees meet and exceed all security 

requirements. The Security Manager will provide oversight of the security guards and continual 

evaluation of the Safety and Security Plan for the continuous improvement of safety conditions. 

  

The Security Manager will be responsible for monitoring the performance of security vendors and 

the behavior of employees. The Security Manager will lead efforts to ensure that burglar, fire, and 

panic alarms are operational and will gather contact information for each licensed security 

company under contract and all facility managers to send to City officials or the CRC as needed. 

The Security Manager will also be responsible for evaluating the performance of security guards 

and confirming the location and availability of emergency supplies. This Security Manager will 

also be the designated security liaison to the City of license location. The Security Manager will 

be available to meet with the City Manager or his/her designee(s) regarding any security related 

measures and/or operational issues.  

 

Security Guards 

Backpack Boyz, upon approval from the Police Department, plans to contract with an experienced 

cannabis third-party security guard provider who will staff at least one uniformed security guard 

to secure the premises during all hours of operation.  

 

Before leaving the premises at the end of business hours, security guards will set the alarm system 

and a response team from an overnight security guard company will remain in place in case an 

event occurs while the business is closed. Security guards will be on-site before the beginning of 

Backpack Boyz’s operating hours.  

 

Security guards will be of the highest caliber in their selection and training in both conflict 

resolution and safety — acting as a deterrent yet able to render aid and protect when necessary. 

Security guards will adhere to the following: 

• Security guards will be licensed to perform security services.  

• Security guards will greet consumers, patients, caregivers, visitors, and employees to 

ensure precautions for their safety. 

• Security roster will include scheduling of security guards and dates and times worked to 

be reviewed at any time. 

• Security logs will include name, date and time, and all areas patrolled/monitored. 

  

Security guards will maintain a professional appearance that will discourage loitering, suspicious 

activity, criminal behavior, theft, and diversion of cannabis. Aside from checking consumer and 

patient/caregiver identification, security guards will move their post to monitor the 

loading/unloading of cannabis from vehicles within range to respond to an emergency. 

Simultaneously, a manager will survey the premises through video monitors, and if an emergency 

occurs, will activate the appropriate protocol, e.g. hold-up or panic alarm.  

 

During business hours, security guards will periodically patrol the premises to ensure proper 

security protocols are adhered to. Security guards will be responsible for: 

• Monitoring activity within the premises 

• Monitoring the perimeter for suspicious persons or activity 
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• Ensuring the security systems operation 

• Conducting alternating internal and external patrols at least every two (2) hours 

• Confirming that individuals are restricted to their authorized areas 

• Requesting identification from unfamiliar people, confirming that procedures are followed 

• Checking for infrastructure damage 

• Reporting any intruders or emergencies immediately 

 

Except during an emergency, security guards will be escorted and observed by a company 

employee anytime their presence is required in an area storing cannabis or medicinal marijuana. 

Security guards will ensure that cannabis and medicinal marijuana are always escorted by at least 

two (2) employees and never left alone with any single employee. Backpack Boyz may request 

additional guard personnel when presented with special security issues, such as a large stock of 

cannabis or vulnerability to diversion, theft, or loss. A sufficient number of licensed interior and 

exterior security guards will monitor inside and outside the dispensary and the licensed premises. 

 

Alarm System 

Alarm System Overview 

In accordance with N.J.A.C. §17:30-9.10(b)(1), Backpack Boyz will install, maintain in good 

working order, and operate an alarm system that will provide suitable protection against theft and 

diversion at the licensed premises. Backpack Boyz will contract with a professional licensed third-

party security monitoring company to install, maintain, and monitor the real-time alarm system. 

  

The alarm system will utilize commercial grade equipment to prevent and detect diversion, theft, 

or loss of cannabis and cannabis products. In addition, on-site security guards will respond to every 

alarm. In compliance with N.J.A.C. §17:30-9.10(b)(1)(ii), Backpack Boyz will also be equipped 

with a radio automatic voice dialer which will alert personnel and State or local police agencies to 

an unauthorized breach of security or an alarm or system failure at the facility.  

 

In the event of a failure of the security alarm system or surveillance system due to a loss of 

electrical support or mechanical malfunction that is expected to last longer than eight hours, 

Backpack Boyz will notify the CRC pursuant to N.J.A.C. §17:30A-9.8, and provide alternative 

security measures approved by the CRC or close the authorized physical addresses impacted by 

the failure or malfunction until the security alarm system is restored to full operation, in accordance 

with N.J.A.C. §17:30-9.10(b)(6)(i, ii) and N.J.A.C. §17:30(A)-9.7(b)(6)(i, ii). Backpack Boyz will 

conduct maintenance inspections and tests of the security alarm system every 30 days in 

compliance with N.J.A.C. §17:30-9.10(b)(5) and N.J.A.C. §17:30-9.10(b)(4) and data may be 

provided to the City within 24 hours of the request. 

  

The alarm system will at least cover the following areas of the retailer: all points of ingress and 

egress to and from the retailer including doorways and windows, rooms with exterior windows, 

any rooms with exterior walls, any rooms containing a safe, any rooms where cannabis and 

cannabis products are sold or stored, and the perimeter of the retailer. Backpack Boyz will 

thoroughly train all employees on employee security policies for handling: breach of security, 

robbery, workplace violence, or other emergencies. Sensors will detect entry and exit from all 

secure areas and will be monitored in real time by a licensed security company. To reduce the risk 
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of false alarms, Backpack Boyz will utilize video verification and/or ensure the alarm monitoring 

company confirms the alarmed event before dispatching law enforcement. 

  

Alarm system activations will not endanger the lives of consumers or employees, i.e., audible 

alarms will be used with detection to deter a burglar from proceeding or for notifying everyone of 

a medical emergency. Conversely, silent alarms will be used where agitating someone with a 

weapon could escalate an event. In compliance with N.J.A.C. §17:30-9.10(b)(9), the interior and 

exterior or the premises will be equipped with panic buttons. 

 

Backpack Boyz will equip interior and exterior premises with electronic monitoring, video 

cameras, and panic buttons, in accordance with N.J.A.C. §17:30(A)-9.7(b)(10)(i). 

 

In compliance with N.J.A.C. §17:30(A)-9.7(b)(1)(i, ii), Backpack Boyz will install, maintain in 

good working order, and operate a safety and security alarm system at its authorized physical 

address(es) that will provide suitable protection 24 hours a day, seven days a week against theft 

and diversion and that provides, at a minimum: i) immediate automatic or electronic notification 

to alert State or local police agencies to an unauthorized breach of security at Backpack Boyz; and 

ii) a backup system that activates immediately and automatically upon a loss of electrical support 

and that immediately issues either automatically or electronic notification to State or local police 

agencies of the loss of electrical support. 

 

  

Example Alarm Devices and Hardware 

• Honeywell VISTA-128BPT Burglary Alarm Panel – sends alarm signals via Internet 

Protocol. The control panel will send a signal or polling to the alarm monitoring station 

every 200 seconds to ensure the system is in good working order. 

• LCD keypad Honeywell 6160F – to arm the alarm system. A duress code will be 

equipped to allow users to transmit a silent signal to the alarm company and the Police 

Department, indicating that the user is being forced to turn off the system. 

• 4G LTE Honeywell Home Intrusion Model #: LTE-XV – cellular communicator. 

• 50’ Honeywell DT8050 Motion Detector – infrared and microwave motion detection. 

• Honeywell 269R Panic Button – notifies Police Department and alarm monitoring 

center 

• Glass break detector Honeywell FG730 – near all windows 

• Honeywell 947-75WH Recessed magnetic contact – monitors doors opening/closing to 

detect entry and exit from all secure areas. 

• AVTECH Panic Buttons 1&2 – audible alarm for medical emergencies. 

• 120 dB outdoor siren/strobe W Box Technologies 0E-OUTDSIRSC 

• TRIPP LITE (SU3000RTXLCD2U) GENERAL PURPOSE UPS 

 

Video Surveillance System 

Video Surveillance System Overview 

In accordance with N.J.A.C. §17:30-9.10(b)(9)(i), Code §84-50(A), and Code §345-60.5(3)(F), 

Backpack Boyz will implement a state-of-the-art 24-hour video surveillance system, utilizing 

commercial grade equipment to clearly monitor all critical control activities of the cannabis 
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business and will be in working order and always operating. The CRC will have access for remote 

viewing and the system will be approved by the CRC before license issuance. Safety and security 

purposes for the surveillance system include but are not limited to: protection of individuals, 

protection of property, protection of cannabis and cannabis products, protection of all areas of the 

building, verification of alarms and electronic security systems, video patrols, and the deterrence 

and investigation of criminal activity and disciplinary activity. In compliance with N.J.A.C. 

§17:30-9.10(b)(9)(ii) and Code §84-50(A), the original tapes or digital pictures produced by this 

system will be stored in a safe place with a 30-day archive. 

 

Backpack Boyz will provide two monitors for remote viewing through telephone lines in State 

offices. This system will be approved by the CRC prior to permit issuance. The original tapes or 

digital pictures produced by this system will be stored in a safe place with a 30-day archive, in 

accordance with N.J.A.C. §17:30(A)-9.7(b)(10)(i, ii). 

 

Cameras will be maintained in good condition and use a format approved by the Chief of Police 

with excellent quality, color rendition, and resolution to allow the ready identification of any 

individual or activity. Backpack Boyz will use a professionally monitored, sophisticated high-

definition surveillance system that records all activity in images capable of clearly revealing details 

including employee and visitor ID badges, facial features for facial recognition, and license plates. 

Employees with monitoring duties will communicate any unusual occurrences to senior 

management. In accordance with N.J.A.C. §17:30-9.10(c), the surveillance and security system 

will be monitored 24 hours a day, seven days a week, on or off site. This feed will also allow 911 

dispatchers to remotely access video of the retailer, allowing first responders better situational 

awareness when responding to emergencies. 

 

The video surveillance system cameras will be capable of identifying persons and, using video 

analytics, connecting transactions to video footage. Each transaction by persons authorized to use 

cannabis will be recorded such that management or security can review or investigate the 

interactions by and product or cash handling procedures of facility employees. For situations where 

monitoring of video recordings is required, such as video verification of alarm activation after 

business hours, Backpack Boyz will employ a third-party contractor to perform this task. In 

accordance with N.J.A.C. §17:30-9.10(b)(6), Backpack Boyz will install a failure notification 

system that provides an audible, text, or visual notification of any failure in the surveillance system. 

The failure notification system will provide an alert to senior management within five (5) minutes 

of the failure, either by telephone, email, or text message. In the event of a prolonged failure of the 

surveillance system, Backpack Boyz will take steps to ensure theft and diversion techniques are 

mitigated by other means. 

 

Surveillance Camera Technology 

Internet Protocol (IP) cameras are digital video cameras commonly employed for video 

surveillance; unlike analog television cameras, IP cameras can send and receive data via a local 

computer network and the Internet. Backpack Boyz will utilize dome cameras, such as the Vivotek 

FD9360 and FD8379, that record at least 2 Megapixel resolution, and at 15 frames per second 

(FPS). Data will be transmitted over the Real-Time Protocol or Real Time Streaming Protocol, 

utilizing Motion JPEG (MJPEG) or MPEG-4/H.264/Advanced Video Coding codec technology. 
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Cameras will utilize the infrared spectrum to improve contrasting, especially for facial recognition, 

to improve low-light situations or day/night adjustments. 

 

 

All cameras will be calibrated and focused on maximizing the quality of the recorded image. 

Outdoor cameras will be chosen to protect against vandalism or tampering and will be IP66-rated 

to withstand rain and dust. In compliance with N.J.A.C. §17:30-9.10(b)(10)(ii), lighting will be 

installed to increase picture clarity and brightness and ensure proper surveillance during hours of 

darkness at all entry points, low light interior areas, and where all exterior cameras are located.  

 

Cameras will be installed at a height that provides an optimal vantage point to allow a clear image 

of all individuals and activities in and around the premises. Backpack Boyz will use line-of-sight 

camera placement at the retailer, which will be capable of clearly revealing facial detail and 

identifying all persons on the premises under all lighting conditions. All cameras will provide an 

optimal vantage point to allow a clear image of all individuals and activities in and around the 

premises from at least 20 feet away. All exterior cameras will be in weather-proof enclosures, will 

be located to prevent vandalism, and will have the capability to automatically switch to black and 

white in low light conditions. Backpack Boyz will use direct line-of-sight camera placement to 

allow for clear and certain identification of all individuals and activities in and around the 

following: 

• Point-of-Sale (“POS”) areas and areas where cannabis products are displayed for sale, 

such as in the Retail Area. At each POS location, camera placement will allow for the 

recording of the facial features of any person purchasing or selling cannabis products, 

any person in the Retail Area, with sufficient clarity to determine identity, and any cash 

handled during any transaction during business hours, with sufficient clarity to 

determine the amount of and types of bills. 

• All interior spaces where cash or currency are stored on a regular basis 

• All entrances and exits will be recorded from indoor and outdoor vantage points 

• All rooms with exterior windows, exterior walls, roof hatches, or skylights 

• The building exterior to allow for full coverage of parking areas and the perimeter 

• All interior spaces which are open and accessible to the public 

• Any area where cannabis is weighed, stored, loaded, and unloaded for transportation, 

prepared, or moved within the premises 

• The Manager’s Office containing the security and surveillance system storage device 

and equipment with at least one camera recording the access entry 

• Limited-access areas including waste containers 

• Any area where theft or diversion could reasonably occur 

• Any other area determined by the City Manager or Chief of Police 

 

Security Equipment and Video Recordings 

Backpack Boyz’s security system will use a multi-channel Internet Protocol (IP) Network Video 

Recorder (NVR) which functions as the central hub for recording, monitoring, and reviewing 

video. As per N.J.A.C. §17:30-9.10(b)(9)(i), the NVR will be remotely accessible at all times 

through a secure web portal for law enforcement, senior management, the City, and the CRC. 

Remote accessibility will also permit senior management to view live footage and review security 
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logs from the retailer at any time. Direct feed and login capabilities will also be provided to law 

enforcement to allow for real-time access and monitoring of the retailer via the NVR. The NVR 

allows the export of still clear color digital images in industry-standard image formats. The date 

and time of the video will not significantly obscure the picture and will synchronize in accordance 

with the official time established by the National Institute of Standards and Technology. 

 

Security equipment, including surveillance equipment, will be installed by a licensed integrator in 

the Manager’s Office in order to prevent theft, loss, destruction, or alterations. Access will be 

limited to authorized personnel, law enforcement agencies, security system service employees, and 

CRC officials. Software controls and logs will protect the system from unauthorized tampering 

and allow senior management to review all system access and access attempts.  

  

Backpack Boyz will retain the recordings for a minimum of thirty (30) days, unless a recording is 

needed for a longer period, in accordance with N.J.A.C. §17:30-9.10(b)(9)(ii) and Code §84-

50(A). The NVR will automatically archive exported surveillance footage in a proprietary format 

that ensures the authentication of the video and guarantees that no alteration of the recorded image 

has taken place. In accordance with N.J.A.C §17:30-9.10(c), Code §84-50(A), and Code §345-

60.5(3)(F), surveillance video will record continuously 24 hours per day, 7 days per week. 

Backpack Boyz will be able to produce a digital video disk using an installed media recording 

drive that provides video viewing on any operating system. After the surveillance video retention 

schedule has lapsed, surveillance video recordings will be erased or destroyed prior to being 

discarded or disposed of for any other reason. Video will be of sufficient quality for effective 

prosecution of any crime found to have occurred on the premises and will be capable of 

enlargement via projection or other means. The maintenance activity records will be made 

available upon request to the City and state agencies. 

  

Backpack Boyz will maintain and update a diagram of all camera locations, the direction of 

coverage, camera numbers, surveillance equipment maintenance activity log, user authorization 

list, and operating instructions for the camera equipment. This documentation will be updated 

whenever a camera location is changed. To prepare for an outage, the video surveillance and alarm 

systems will each be equipped with an uninterruptible power supply (UPS) synchronized with a 

compatible high-output generator to provide a seamless transition from main power to auxiliary 

power in the event of a power outage, as per N.J.A.C. §17:30-9.10(b)(1)(ii). 

 

Security System Inspection and Repair 

Backpack Boyz will conduct an internal maintenance inspection once a month and ensure that all 

necessary repairs, alterations, and upgrades are made for the proper operation of the systems, in 

compliance with N.J.A.C. §17:30-9.10(b)(5). Backpack Boyz will retain, for at least four (4) years, 

an activity log of all inspections, servicing, alterations, and upgrades performed on the system. 

The maintenance activity records will be made available upon request to the City or other 

authorized officials.  

  

Backpack Boyz will have a solution to repair or replace any failed component of the security 

systems within 24 hours. In the event of an extended mechanical malfunction of the security or 

surveillance system, Backpack Boyz will notify the City and Police Department immediately and, 

with approval, provide alternative security measures that may include additional security guards 
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or the closure of the store, in compliance N.J.A.C. §17:30-9.10(b)(6). To ensure all video 

surveillance, access control, and alarm security systems are operating properly, the security 

systems will be inspected, and all devices tested once every year by a qualified third-party systems 

vendor. All security policies and procedures will be reviewed annually to ensure that they are 

following regulations and requirements for all applicable local and state agencies and adequately 

reflect business policies. 

 

In accordance with N.J.A.C. §17:30(A)-9.7(b)(4), Backpack Boyz will establish a protocol for 

testing and maintenance of the security alarm system. Backpack Boyz will conduct maintenance 

inspections and tests of the security alarm system at the authorized location at intervals not to 

exceed 30 days from the previous inspection. Backpack Boyz will test and promptly implement 

all necessary repairs to ensure the proper operation of the alarm system, in compliance with 

N.J.A.C. §17:30(A)-9.7(b)(5). 

 

Access and Visitor Control 

Regulation of Entry 

All persons who enter Backpack Boyz will have their identification verified by an employee or 

security guard before being permitted to purchase cannabis, cannabis products, or medicinal 

marijuana. Consumers, patients, and caregivers will be immediately greeted in the Check In Area 

by a Backpack Boyz employee or security guard, who will verify that the person may remain on 

the premises and will direct them as necessary (e.g., to sign into the visitor’s log or await entry 

into the Retail Area). Any unauthorized person will be denied access to the Retail Area and will 

be required to vacate the premises.  

 

Access Control Overview 

In compliance with N.J.A.C. §17:30-9.10(b)(7), Backpack Boyz will keep access from outside the 

premises to a minimum and ensure that access is well controlled. Operating hours, pursuant to 

Code §84-46, will be from 7:00 AM through 11:00 PM. During non-operating hours, entrances to 

and exits will be securely locked. Locks will be fail-secure, i.e., all access doors will remain secure 

in the event of an interrupted power supply. All exterior doors and windows will be alarmed and 

secured against entrance or breakage. Keys and key codes for all doors will remain in the 

possession of the designated authorized individual. All entrances will have controlled access via 

proximity key card. Exterior doors will be protected by steel security doors that are rated for forced 

entry resistance. Locks will be shielded, and hinges will be placed inside the facility. 

 

In compliance with N.J.A.C. §17:30(A)-9.7(b)(7), Backpack Boyz will keep access from outside 

the premises to a minimum and ensure that access is well controlled. In compliance with N.J.A.C. 

§17:30(A)-9.7(b)(11), Backpack Boyz will limit entry into areas where marijuana is held to 

authorized personnel. Backpack Boyz will implement appropriate security and safety measures to 

deter and prevent the unauthorized entrance into areas containing medicinal marijuana and the 

theft of medicinal marijuana, in compliance with N.J.A.C. §17:30(A)-9.7(b)(2). 

 

With the approval of the Fire Chief and other necessary permissions, Backpack Boyz will install 

mantraps where unauthorized entry may be gained by covert or forceful means. Mantraps will 

require adjacent doors to be closed before opening other doors and will be programmed in 
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compliance with all fire safety requirements. Restrooms will be locked and under control of 

employees. 

 

Access Authorization 

Employees will visibly wear a CRC-issued Cannabis Business Identification Card and a company-

issued access card/badge on their person at all times while on the premises. Any lost or stolen 

cards will be reported to the management immediately so that card access may be suspended. 

Backpack Boyz will maintain an electronic backup system for all access codes and electronic 

records. Every time an employee uses their key card to enter a limited or restricted access area, the 

security system will electronically record and maintain the employee’s information and the time 

and date the employee entered the room. The system will signal an alert anytime a door is left open 

for longer than 30 seconds.  

 

Backpack Boyz will maintain all security system equipment in a secure location to prevent theft, 

loss, destruction, or alterations. Backpack Boyz will limit access to the restricted access areas to 

employees that are essential to surveillance operations, law enforcement agencies, security system 

service employees, local and state officials, and the CRC. Upon request, Backpack Boyz will make 

available to the City and the CRC a current list of employees and contractors who have access to 

the Manager’s Office and will keep the room locked and cease to use such room for any other 

function. Access to keys and codes to the safes and other secure equipment or areas will be 

restricted to employees with a job-specific reason to access it. 

  

Employees will be required to sign a confidentiality agreement, the breach of which will be cause 

for immediate termination. The confidentiality agreement will prohibit employees from sharing 

access proximity security cards or PIN codes. 

 

Limited Access Entry Points  

In compliance with N.J.A.C. §17:30-9.10(b)(8), Backpack Boyz will establish limited-access areas 

only accessible to authorized personnel. To separate those that can enter the limited-access areas, 

such as the Secure Room Product Storage Area and Manager’s Office, Backpack Boyz will 

establish interior access control entry points. These points separate the area restricted from public 

entrants or unauthorized employees; most notably, areas with consumers and patients will be 

separated from areas related to storage or handling of cannabis or security information. Limited-

access areas will only be accessible to employees requiring such access to perform functions, and 

this access may be scheduled. 

  

Backpack Boyz will take appropriate and effective measures to ensure access to the limited-access 

areas will be limited to employees and authorized individuals. In accordance with N.J.A.C. §17:30-

9.4(l), Backpack Boyz will ensure that any visitor on the licensed premises is accompanied by an 

escort with a Cannabis Business Identification Card at all times. Backpack Boyz will keep a record 

of all unauthorized persons who have been escorted into a limited-access area. Neither will they 

be permitted to accept compensation to authorize any person to enter such areas.  

 

Proximity Key Card Authentication 

In accordance with N.J.A.C. §17:30-9.10(b)(8) and N.J.A.C. §17:30-9.10(a), Backpack Boyz will 

keep access from outside the premises to a minimum and will restrict access to any area containing 
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cannabis to all persons except authorized employees or managers. To prevent sharing of access 

credentials and regulate the access of employees and visitors, Backpack Boyz will employ a 

modular, scalable access control system for limited and restricted access areas. Backpack Boyz 

will provide identification key cards for retailer employees based on the area to which they are 

assigned at a given time to ensure that only employees necessary for a particular function have 

access to that area. Each employee card will contain the picture of the employee and a unique serial 

number associated with the employee. 

 

The system is managed at the individual cardholder level and at any point the system administrator 

will be able to disable access to the cardholder or limit their access based on a schedule. The system 

will also report attempts by individuals to utilize their card when it has been disabled. The Security 

Manager will have the authorization to rapidly modify access authorization and restrictions to 

accommodate changes in employee roles. Employees will be disciplined for sharing key cards or 

credentials with unauthorized employees. An electronic log of employees, PIN codes, and their 

associated key card serial numbers will be kept on file. 

  

All safes or other limited-access areas will remain securely locked and protected from entry until 

the time required to access them. Where permissible by fire codes, locks will be fail-secure, 

meaning a power failure will not automatically release door locks during a power outage. High-

security keys will be available to mechanically override the locks while preventing duplication. 

Backpack Boyz will keep all locks and security equipment in good working order. 

  

Keycard and PIN readers will have a duress feature. If any employee is under duress (for example, 

is being threatened by an armed robber), the employee will be able to utilize a “panic” protocol. 

All employees will also be given a duress PIN code that they may enter into the keypad; this duress 

PIN code will signal an emergency situation but still open the door or safe. 

 

Backpack Boyz will notify the permitting authority within 10 business days of the date that a 

principal officer, director, board member, or employee ceases to work at or be affiliated with 

Backpack Boyz. The Backpack Boyz issued identification card of a principal officer, director, 

board member, or employee will expire immediately when a person ceases to work at or be 

affiliated with Backpack Boyz, in compliance with N.J.A.C. §17:30(A)-8.2(a)(1). 

 

Commercial Doors and Door Locks 

A door alarm will be connected to all entry points to ensure that employees and security guards 

are aware of the ingress and egress of consumers, patients, caregivers, visitors, or any individuals 

affecting the total capacity of the retailer. Backpack Boyz will install commercial grade, non-

residential metal doors and commercial grade level-one door locks on all exterior doors unused for 

public entry and every door leading to a limited-access area. Pursuant to N.J.A.C. §17:30-

9.10(b)(8), Backpack Boyz will install commercial Grade 1 ANSI-rated door locks on every door 

at an access control point. Additionally, all exterior doors or doors separating rooms of different 

access levels will utilize hydraulic door closers to ensure locks are engaging; senior management 

will perform monthly checks to verify the swing (closing) speed is at least 5 seconds in compliance 

with ADA requirements. 
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These 16-gauge steel security doors that are rated for 60-minutes forced entry resistance will be 

on a metal frame and hinges and will be on the interior of the door to prevent forced entry. All 

exterior doors and windows will be alarmed and secured against entrance or breakage. These doors 

will remain closed and locked at all times when not immediately being used to enter or exit the 

area. Exterior locks will be shielded with metal plates to prevent manipulation from the outside. 

Electric strike locks enable easier access control modification and are less susceptible to damage 

than physical locks. Locks to limited access areas will have mechanical overrides required to open. 

A power failure will not release electronic door locks during a power outage. 

 

Additionally, in order to prevent unauthorized entry during non-business hours, Backpack Boyz 

will secure all points of entry with bars, retractable, folding or sliding metal gates, or metal rollup 

or accordion doors. Any use of barb wire or razor wire will be prohibited, pursuant to Code §345-

60.5(4)(A)(3). 

 

Age Verification and Diversion Awareness of Consumers 

To dispense adult-use cannabis, employees and security guards in the Check In Area will verify 

the age and all necessary documentation of each consumer to ensure the consumer is of legal age 

to purchase cannabis, in accordance with N.J.A.C. §17:30-12.3(a). Government-issued 

identification cards will be verified using an identification-authentication system which not only 

checks the individual’s age, but also checks the individual against lists and alerts for fraud and 

excessive purchases. An acceptable form of ID will be limited to a government-issued passport, a 

state-issued driver’s license, a New Jersey-issued identification card, or any other identification 

card issued by a state, territory, or possession of the United States or the District of Columbia, that 

bears a picture of the person, the name of the person, the person’s date of birth, and a physical 

description of the person. Backpack Boyz will not dispense adult-use cannabis to any person who 

is not 21 years of age or older, in accordance with N.J.A.C. §17:30-12.2(e) and §17:30-9.5(d). If 

the transaction employee or senior management believes diversion by a consumers, patient, or 

caregiver is occurring, an investigation will be opened. Identification will be verified again before 

purchase of any product or merchandise. 

 

Visitor Security 

A person that is not a holder of a valid Cannabis Business Identification Card is prohibited from 

accessing the facility unless they receive authorization and obtain a visitor identification badge 

from the facility. Authorized visitors or vendors will explain the reason for their visit. In 

compliance with N.J.A.C. §17:30-9.5(c), no visitors under 21 years of age are permitted to enter 

the premises, and authorized visitors will not be permitted to enter limited-access areas of the 

facility without reason. All visitors will be required to sign a visitor log upon entering and leaving 

the store. To obtain a visitor identification badge, a visitor will provide valid government-issued 

identification which will contain their name, photograph, and date of birth. If the visitor’s age and 

reason for entering are valid, then the visitor will be asked to sign in and briefly describe their 

reason on Backpack Boyz's visitor/vendor log before they enter the facility. Backpack Boyz's 

visitor/vendor log will contain the following information: badge number, full name, company or 

agency, date of entry, purpose of visit, areas visited, escort name, time of arrival/departure, and 

signature. 
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All visitors will visibly wear the badge at all times while in any area of the store. Pursuant to 

N.J.A.C. §17:30-9.4(l), all visitors will be escorted by a facility employee with a Cannabis 

Business Identification Card to ensure that they do not touch anything they are not authorized to. 

An employee with authorized access to the area a visitor will enter will always escort visitors. 

Visitors will be asked to scan their visitor badge before entering any controlled access spaces. 

Scanning a visitor badge will not open any doors, but it will indicate if the visitor’s badge is valid 

and will record the visitor’s presence in the space on the electronic security logs. At the conclusion 

of the visit, visitors will return the visitor badge and sign out on the visitor log. The visitor log will 

be available for inspection at all times. The visitor log will be maintained for seven (7) years and 

made available to all City and state officials upon request. 

 

Emergency Vehicle and Personnel Access 

A KNOX-BOX Rapid Entry System safe box will be wall-mounted at the main public entrance 

and hold building keys for emergency services to retrieve in urgent situations. The local fire 

companies will hold master keys to all boxes in their response area so that they can quickly enter 

the premises without having to force entry or find individual keys. Additionally, emergency 

vehicles will have full access to the premises to provide adequate emergency vehicle access (Fire, 

Police, Ambulance) and to give the best possible emergency response time. 

 

Inventory Control and Secure Storage 

Inventory Control Overview 

In accordance with N.J.A.C. §17:30-9.13(a)(1), Backpack Boyz will utilize the inventory tracking 

system designated by the CRC to track the purchase, sale, transfer, transport, return, destruction, 

or disposal of any cannabis goods. This system will ensure compliance with state law, produce 

historical transactional data for review, and document the location, amounts, and descriptions of 

all cannabis. All inventories, procedures, and other documents related to inventory control will be 

maintained on the premises and made available immediately upon request to the City or law 

enforcement. Backpack Boyz will have in place a POS system to track and report on all aspects of 

the business proceedings, including cannabis tracking, inventory data, gross sales (by weight and 

by sale), and other information which may be deemed necessary by the City. The POS system’s 

information will be compatible with the City's record-keeping systems. In addition, the system will 

be able to produce historical transactional data for review. 

  

In accordance with N.J.A.C. §17:30-9.13(a)(2), Backpack Boyz will conduct an initial 

comprehensive inventory of all cannabis in the possession and, in compliance with N.J.A.C. 

§17:30-9.13(a)(2)(i), will include damaged, defective, expired, or adulterated cannabis awaiting 

disposal, including the name, the quantity and the reasons for which Backpack Boyz is maintaining 

the cannabis. Backpack Boyz will maintain the results of the inventory reconciliation and make 

the results available to the CRC, in accordance with N.A.J.C. §17:30-9.13(a)(2)(ii). Backpack 

Boyz will also conduct a monthly audit of all useable and unusable cannabis, pursuant to N.A.J.C. 

§17:30-9.13(a)(5), as well as an annual comprehensive audit in compliance with N.A.J.C. §17:30-

9.13(a)(6). If a significant discrepancy is discovered between the physical inventory and inventory 

records in accordance with N.J.A.C. §17:30-9.11(a), Backpack Boyz will notify the CRC and local 

law enforcement within three hours of the discovery. All inventories will be maintained in 

electronic format and will include the date of the inventory, a summary of the inventory findings, 

and the names, electronic signatures, and titles of the individuals who conducted the inventory in 

https://en.wikipedia.org/wiki/Emergency_medical_services
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compliance with N.A.J.C. §17:30-9.13(b). The employee performing the inventory will directly 

input their findings into a device that interfaces with the inventory control system. Ongoing 

inventory procedures will include a monthly audit and smaller, targeted daily audits.  

  

Any changes made to the POS/inventory system (e.g., product conversion vouchers, quantity 

adjustments, shake, by-product vouchers, physical inventory adjustments, item-edits, etc.) will be 

reviewed and approved by retailer management. Reconciliations to inventory will be performed 

twice, by two separate retailer employees. All inventory product weights will be performed using 

the same commercial scale. Results will be logged and reconciled upon completion. Any problems 

or concerns with the reconciliation will be brought to the attention of the Security Manager, who 

will immediately take all appropriate steps including contacting the appropriate authorities if there 

is suspected criminal activity. 

 

Secure Storage Room Design and Construction 

In compliance with N.J.A.C. §17:30(A)-10.2(b)(i, ii, iii, iv, v, vi), Backpack Boyz will ensure that 

the storage of usable marijuana prepared for dispensing to patients is in a locked area with adequate 

security. "Adequate security," at a minimum, will be assessed, established, and maintained based 

on: i) The quantity of usable marijuana kept on hand; ii) Backpack Boyz’s inventory system for 

tracking and dispensing usable marijuana; iii) The number of principal officers, directors, board 

members, agents, volunteers, or employees who have or could have access to the usable marijuana; 

iv) The geographic location of Backpack Boyz and its associated environmental characteristics, 

such as the remoteness of the facility from local populations and the relative level of crime 

associated with the area; v) The scope and sustainability of the security alarm system; and vi) The 

findings of root cause analyses of any breaches of security and/or inventory discrepancies for 

usable marijuana at that location. 

 

In compliance with N.J.A.C. §17:30(A)-10.5, medicinal marijuana that is prepared for distribution 

will be stored securely in compliance with 21 CFR 1301.72. In accordance with N.J.A.C. 

§17:30(A)-10.2(a)(1), Backpack Boyz will limit access to medicinal marijuana storage areas to the 

absolute minimum number of specifically authorized employees. When it is necessary for 

employee maintenance personnel, nonemployee maintenance personnel, business guests, or 

visitors to be present in or pass-through medicinal marijuana storage areas, Backpack Boyz will 

provide for adequate observation of the area by an employee whom the permit holder specifically 

authorized by policy or job description to supervise the activity. 

 

In accordance with N.J.A.C. §17:30-12.7, Backpack Boyz will store all cannabis products that are 

ready for sale in a locked Secure Room Product Storage Area where access to the area is limited 

in such a manner as to prevent diversion, theft, or loss. The entrance to the Secure Room Product 

Storage Area will be locked and under the control of staff. Backpack Boyz will house the majority 

of cannabis products and cannabis readily available for sale in a location which is inaccessible to 

consumers. At the close of the business day, two employees will inventory cannabis products in 

the Retail Area and take it to the Secure Room Product Storage Area for overnight storage. 

  

Backpack Boyz will store and secure all inventory in the Secure Room Product Storage Area, a 

limited-access area that will prevent diversion, theft, or loss. The drywall of the walls and ceiling 

will be reinforced with maximum-security ASM .50-13 mesh which is used to secure government, 
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commercial, and retail buildings all over the world. Security mesh will be fastened to metal studs 

to inhibit bending or the ability to cut. The attached Secura Clips recessed center holes will provide 

over 68% more holding strength than standard screws. Finally, the maximum-security mesh will 

be finished with fire-resistant gypsum. 

 

The Secure Room Product Storage Area doors will be installed with a commercial grade dial 

combination lock and proximity access reader. Authorized individuals will have to use their 

personal security proximity access card and enter the combination to open the door. A log of all 

entries and code changes will be maintained with the security records. 

 

Burglary Safes 

Quarantine and pending-disposal cannabis and cannabis products will be secured and stored in a 

UL Class 1 Tool and Lock 30 rated (TL-30) safe in the Secure Room Product Storage Area. These 

safes will be equipped by the alarm system. All the cannabis storage safes will also use 

Underwriters Laboratory Group 1 outside combination and PIN code locks to secure the safe door. 

This integration of the combination lock or PIN code lock will offer additional protection against 

attacks by mechanical, electrical, and cutting tools. All safe locks will also be installed with a 5-

minute time delay before unlocking the safe to increase the length of time needed to open the safe. 

It has been shown in many high-risk businesses that this time delay is very effective in reducing 

losses should a break-in or armed robbery occur. Cash will be stored in a TL-30 safe, as discussed 

later. 

 

Display Cases 

All cannabis and cannabis products will be stored in locked and secured display cases designed to 

protect the product. Locked cannabis display cases will have an interior alarm system installed that 

will activate when the display case doors are opened without turning off the alarm. All cannabis 

product display cases will feature 15mil safety laminate glass to deter break in attempts during 

business hours. At the end of the business day, all cannabis and cannabis products will be removed 

from display cases and stored in the Secure Room Product Storage Area. No cannabis and cannabis 

products will be allowed outside the Secure Room Product Storage Area after business hours. No 

cannabis or cannabis products or medicinal marijuana will be visible from the front window 

display. 

 

Cannabis Waste Storage and Destruction 

In accordance with N.J.A.C. §17:30-9.14, cannabis which is considered unusable, undesired, 

excess, unauthorized, misbranded, or deteriorated (waste) may still be subject to theft and 

diversion while it is scheduled for disposal; thus, waste will be ground and incorporated with 50% 

non-cannabis waste and stored in a secured waste container. The secured waste container will be 

securely locked with a commercial grade lock until disposal. All cannabis waste will be tracked 

accordingly in the inventory control system and will remain separate from usable or quarantined 

cannabis. Backpack Boyz will contract with a private disposal company to dispose of cannabis 

waste. Within 10 business days after destroying the marijuana, Backpack Boyz will notify the 

CRC, in writing, of the amount of marijuana destroyed, in accordance with N.J.A.C. §17:30(A)-

9.10(b). 
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Recordkeeping and Cybersecurity 

Backpack Boyz will keep a complete and accurate record of all cannabis item sales and deliveries 

made to consumers to improve operations, manage finances, assist internal and external audits, 

and provide the City, the CRC, or local law enforcement with information in compliance with 

N.J.A.C. §17:30-12.5(a) and N.J.A.C. §17:30-9.7(b). In accordance with N.J.A.C. §17:30-9.7(e), 

Backpack Boyz will maintain accurate books and records in an electronic format, detailing all the 

revenues and expenses of the business, and all its assets and liabilities. Records will be secured 

and backed up daily on an encrypted cloud service to prevent tampering, theft, or destruction of 

records. Records will have safeguards against unauthorized erasures and changes in data after the 

information has been entered and verified by Backpack Boyz. All physical documents, such as 

transaction records, inventory records, security records, audit records, business records, financial 

records, and any other required under N.J.A.C. §17:30-9.7 will be stored electronically in 

redundant and geographically dispersed tier-rated data centers to provide the maximum level of 

security and compliance with all state and federal document storage and confidentiality rules. All 

records will be kept for at least 4 years, in compliance with N.J.A.C. §17:30-9.7(a)(1). 

 

Pursuant to N.J.A.C. §17:30-12.5(b), Backpack Boyz will collect and report to the CRC for each 

calendar year at least the following statistical data: 

• The number of consumers who purchased each cannabis item sold by the cannabis 

retailer. 

• Total number of cannabis item transactions. 

• Taxes collected; and 

• Such other information as the CRC may require in the administration and enforcement 

of this chapter. 

 

Backpack Boyz will produce relevant data or documents no later than 24 hours within the time 

requested after receipt of the City’s request unless otherwise stipulated. 

  

Backpack Boyz will take all necessary steps to protect the information of its consumers, patients, 

employees, owners, board members, vendors, and other individuals who have shared sensitive 

information. Computer programs will be monitored, and a secure system installed by an authorized 

IT service such as XOverture IT Services that will ensure compliance with UL 2900 standards for 

network security. Only authorized personnel will have access to computers and no computer will 

be located near a window. Backpack Boyz will limit the use of passwords to registered, authorized 

employees. Access to the security computer will be password protected. Management will be 

required to safeguard this password by keeping it confidential and not writing it down in an area 

that could be accessed by others. 

 

Cash Handling Procedures 

Cash Protocols for Sales 

Cash will be monitored to guard against employee theft and diversion practices. Backpack Boyz 

will have an accounting software system in place to provide point of sale data as well as audit trails 

of both product and cash. Backpack Boyz will have at least two cashiers working during all 

business hours to expedite purchases and ensure that the number of consumers present at any one 

time never becomes overwhelming for employees and on-site security guards. There will be hold-

up panic alarm buttons placed on the underside of the checkout counter within easy reach of every 
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cashier. Backpack Boyz's cash revenues will be removed from the registers and drop safes daily, 

counted using a two-person authorization system, and placed in the main cash safe after the retailer 

has closed. Senior management will maintain two-person verification by supervising the daily 

deposit of revenues into the cash safe. Backpack Boyz will ensure that dual custody is practiced 

for all cash handling and transfer into storage. All deposits of cash into the TL-30 rated cash safe 

in the Manager’s Office will be logged with an accurate count and signature of management.  

  

Each employee handling cash will be trained in efficient and safe cash management techniques. 

Employees engaged in sales to consumers will handle the transaction. A drop safe will be located 

under the POS Counter and the cashier will be required to make periodic cash deposits into the 

drop safe each time the contents of the cash drawer exceed $500. All employees will be held 

accountable for the balance of their drawers periodically during working hours and at the close of 

each day. If an employee does not balance within one percent (1%) of perfect on three occasions, 

that employee may be terminated or removed from any position involving the handling of funds. 

Periodically, management will conduct unscheduled audits of cash drawers. 

 

For storage of cash during non-operating hours, Backpack Boyz will utilize a safe to store money 

during non-operating hours in the Manager’s Office. This will be performed through the use of a 

Tool-and-Lock 30-minute rated (TL-30) safe with a 5-minute Group 1 time-delay lock. 

Management will maintain two-person verification by supervising the daily deposit of revenues 

into the cash safe. All deposits of cash into the cash safe will be logged with an accurate count and 

signature of management. From time to time, senior management will conduct unscheduled spot 

checks or audits of cash in the safe. 

 

Non-Cash Transactions 

Backpack Boyz will utilize all possible avenues to make transactions with payment other than 

cash, such as credit cards and cashless ATMs, whenever feasible. Customers spend more via 

electronic payments than cash, and employees and consumers feel safer when large amounts of 

cash on-hand are reduced. Non-cash financial transactions are a dynamic topic in the cannabis 

industry, and Backpack Boyz will ensure full legal compliance and thorough information security 

standards as the non-cash aspect of the industry develops. All funds will flow through USA-based 

financial networks in a transparent manner. 

 

Cash Protocols for Transporting and Depositing 

Backpack Boyz will contract with a third-party security company that utilizes an armored vehicle 

or comparable secured transportation to transport cash deposits from the retailer to its bank. Senior 

management will order cash pickups at periodic, alternating intervals. Prior to cash pickups, under 

the supervision of senior management, an employee will count and sign the safe log for all 

outgoing deposits, utilize dual-pouch tamper-resistant depository bags, write the deposit 

information in the space provided on the outside of each depository bag, record the number of bags 

and each unique bag number on a deposit ticket, retain a copy of the deposit ticket for Backpack 

Boyz's records, and seal all depository bags. Cash pickups will be conducted through the Employee 

Entrance, a secure area of the retailer in full view of a security camera. During cash pickups, under 

the supervision of senior management, an employee will verify the armored truck guard’s 

identification badge, record the package quantity being shipped, and ensure that all guards wear a 

name tag and are escorted by an employee for the full duration of time they are within the retailer. 
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Transportation Techniques 

Receiving Shipments from Distributors  

Backpack Boyz's procedures for receiving shipments will guarantee safe and efficient transfer of 

cannabis and will enable its employees to transport cannabis safely and quickly from the transport 

vehicles. Backpack Boyz will work with the Police Department and security professionals to select 

the most secure method of loading/unloading. These procedures will minimize any potential for 

diversion of cannabis, loss of cannabis, or mistake in shipment details.  

  

Shipments of cannabis or cannabis products will not enter the premises through the front public 

entrance. Backpack Boyz will designate a receiving area of the building restricted to distributor 

vehicles. This space will be in the nearest possible proximity to the exterior door used for receiving. 

An inventory employee with authorized access will verify that the Employee Entrance can be 

opened and closed without incident and that there are no obstructions in place. The inventory 

employee will ensure that everything is neat, clean, and free of any other debris or material from 

prior deliveries.  

  

All managers and employees will be trained to detect threats and suspicious activities on or around 

the premises. A security guard will remain present while receiving shipments. The security guard 

and inventory employee will monitor the premises and all neighboring areas for individuals 

conducting unauthorized surveillance, suspicious vehicles, or any other irregularity inside or 

outside the premises.  

  

If such suspicious persons or activity are noticed before receiving begins, Backpack Boyz will 

immediately contact the distributor and instruct them to abort the shipment. Any individuals not 

associated with the distributor, or Backpack Boyz will be asked to leave the immediate area. 

Backpack Boyz will also ensure that an authorized employee is adjacent to a panic or hold-up 

alarm button(s) and is instructed to activate the alarm in case of an emergency. If any security 

guard or employee perceives a threat and believes the business to be in imminent danger, the 

security guard or employee will initiate a lockdown and immediately notify the local law 

enforcement of the perceived threat. If no threat is perceived, the scheduled delivery will be 

allowed to proceed.  

  

Distributor identification and the vehicle make, and model will be verified on the manifest before 

an employee engages in the receiving process in full view of the video surveillance system. To 

safeguard against any loss or diversion of shipments, video surveillance system will record all 

interior and exterior areas and cannabis movement through the facility. Backpack Boyz will create 

training and SOPs for its inventory employees to address various issues that can arise during the 

receiving process. Among the topics to address will be attempted theft during the receiving process 

and inaccurate manifests/cargo.  

  

The distributor vehicle will arrive under direct video surveillance that covers all approach routes. 

The second security guard will remotely monitor the vehicle as it arrives. After verification against 

the manifest, inventory will be transferred to the Secure Room Product Storage Area. After the 

completion of delivery, the inventory employee will ensure all product verification of packaging 

and labeling meet state regulations and will enter the time and date that delivery was completed 



27 

 

 

onto each physical copy of the manifest. This information will be added to and/or verified in the 

inventory control system. 

 

Curbside Retail Sales 

In the event that Backpack Boyz chooses to conduct curbside retail sales, Backpack Boyz will do 

so in accordance with N.J.A.C. §17:30-12.4, notify the municipality and local law enforcement of 

this intent, and ensure the facility is equipped with the security necessary to accommodate curbside 

retail sales. This includes scheduling curbside sale pickups in advance to reduce traffic on the 

premises, verifying photographic identification prior to conducting the retail sale, and ensuring 

that transactions are conducted in a secure and monitored manner, in accordance with N.J.A.C. 

§17:30-9.10. Backpack Boyz will have a designated parking spot for use in the conduction of 

curbside retail sales to facilitate transactions and will increase the quantity of parking spots used 

for this purpose as necessary to accommodate sales. 

 

Employee Training 

Employment Policies and Disciplinary Actions 

Backpack Boyz will conduct a criminal history background check on any prospective employee, 

principal, director, board member, or owner prior to hiring, appointing, or permitting investment 

from that individual pursuant to N.J.A.C. §17:30-7.12. Owners, managers, investors, and operators 

will provide the City Manager, or his/her designee, with evidence of the completion of a criminal 

background check for all persons in their employment. Backpack Boyz will keep records of the 

results of the criminal history background checks and make the confirmation of criminal history 

background checks available for inspection upon request by the City or authorized persons, in 

compliance with N.J.A.C. §17:30-9.7(i)(6). Backpack Boyz intends to enlist the services of a 

professional background check agency.  

  

Backpack Boyz will not employ an individual that is less than 21 years of age, nor allow an 

individual less than 21 years of age to volunteer at the licensed premises or for deliveries. A copy 

of government-issued identification showing the employee or volunteer’s age will be taken and 

placed in the employee or volunteer’s file before their first day of work. All Employee Records 

will be maintained for at least two years from the date of that employee or volunteer’s last work 

day and will be made available to City officials upon request. 

 

Backpack Boyz will have a policy in place that requires employees to report any new or pending 

charges or convictions. In accordance with N.J.A.C. §17:30-9.7(i), Backpack Boyz will maintain 

a current register of the names and the contact information of the officers, managers, employees, 

agents, and volunteers currently employed or otherwise engaged by Backpack Boyz, as well as 

anyone owning or holding an interest in the business. The register will be provided to the City 

Manager, upon a reasonable request. Backpack Boyz will establish minimum training standards 

for all employees. The City Manager, or his/her designee, will have the discretion to require other 

training for the business operations should the City identify deficiencies or non-compliance issues 

with City or state requirements. 

  

Backpack Boyz is committed to the safety and health of its employees, consumers, patients, and 

the local community. Backpack Boyz will refuse to tolerate any form of violence in the workplace 

and will make every effort to prevent violent incidents from occurring. Backpack Boyz will require 
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prompt and accurate reporting of all violent incidents whether a physical injury has occurred or 

not. Backpack Boyz will prohibit discrimination against victims of workplace violence. Violence 

initiated by an employee will result in termination. 

  

If an employee is no longer employed by Backpack Boyz, senior management will remove access 

and permissions to the dispensary. When an employee is terminated or suspended: Backpack Boyz 

will ensure all passwords, key locks, and combinations of a terminated employee are changed upon 

termination; the implementation of additional security measures, such as consultation with a threat 

assessment professional, may be used when an employee of concern is terminated; a terminated or 

suspended employee will surrender their security access card/identification badge immediately; 

and management will review with the employee the consequences of their actions as well as other 

fraudulent activity which could occur after the termination or during the suspension. 

 

In accordance with N.J.A.C. §17:30(A)-9.1(a)(1, 2, 3, 4, 5, 6, 7), Backpack Boyz will develop, 

implement and maintain on the premises an operations manual that addresses, at a minimum, the 

following: 1) Procedures for the oversight of Backpack Boyz; 2) Procedures for safely dispensing 

medicinal marijuana; 3) Procedures to ensure accurate recordkeeping, including inventory 

protocols to ensure that quantities cultivated do not suggest redistribution; 4) Employee security 

policies; 5) Safety and security procedures, including a disaster plan with procedures to be 

followed in case of fire or other emergencies; 6) Personal safety and crime prevention techniques; 

7) and Backpack Boyz’s alcohol, smoke-free, and drug-free workplace policies. 

 

Reporting 

It is the responsibility of every employee who witnesses or suspects criminal activity at the retailer 

to report it immediately to senior management or the authorities. In accordance with N.J.A.C. 

§17:30-9.11, Backpack Boyz, immediately upon discovery, will report to the Police Department, 

the CRC, and the City Manager within 24 hours of the discovery of the following situations: 

• An alarm activation or other event that requires response by public safety personnel. 

• A breach of security. 

• The failure of the security alarm system due to a loss of electrical support or mechanical 

malfunction that is expected to last longer than eight hours; and 

• Corrective measures taken, if any. 

  

Backpack Boyz will also provide written notice within five days of the criminal activity to the 

Police Department and the CRC after the discovery of the activity. This written report will detail 

the following: Date and time of the discovery of the occurrence, the circumstances of the criminal 

activity, an accurate inventory of the quantity and brand names of the cannabis, cannabis products 

or other items diverted, stolen, lost, destroyed, or damaged, confirmation that the Police 

Department was notified, and measures being taken to prevent further criminal activity. Backpack 

Boyz will provide the Police Department with the current name and telephone number(s) of at 

least one 24-hour on-call manager to address and resolve complaints and to respond to emergency 

operating problems or concerns associated with the company. Backpack Boyz will maintain and 

make available all documentation related to an occurrence that is reportable and will cooperate 

with any law enforcement investigations or directives from the CRC. In accordance with N.J.A.C. 

§17:30-9.7(g), Backpack Boyz will keep and maintain these records and all records related to 

commercial cannabis activity for a minimum of two years. 
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Backpack Boyz will provide effective controls and procedures to guard against theft and diversion 

of marijuana including, when appropriate, systems to protect against electronic records tampering, 

in accordance with N.J.A.C. §17:30(A)-9.7(a). In compliance with N.J.A.C. §17:30(A)-9.8(a)(1, 

2), Backpack Boyz, upon becoming aware of a reportable loss, discrepancies identified during 

inventory, diversion, or theft, whether or not the medicinal marijuana, funds, or other lost or stolen 

property is subsequently recovered and/or the responsible parties are identified and action taken 

against them, will 1) Immediately notify appropriate law enforcement authorities by telephone; 

and 2) Notify the permitting authority immediately, but no later than three hours after discovery 

of the event. 

 

In compliance with N.J.A.C. §17:30(A)-9.8(b)(1, 2, 3, 4), Backpack Boyz will notify the 

permitting authority within 24 hours by telephone at (609) 826-4935, followed by written 

notification within 10 business days, of any of the following: 1) An alarm activation or other event 

that requires response by public safety personnel; 2) A breach of security; 3) The failure of the 

security alarm system due to a loss of electrical support or mechanical malfunction that is expected 

to last longer than eight hours; and 4) Corrective measures taken, if any. 

 

Backpack Boyz will maintain documentation in an auditable form for a period of at least two years 

after the reporting of an occurrence that is reportable pursuant to this section, in accordance with 

N.J.A.C. §17:30(A)-9.8(c). 

 

Employee Theft and Diversion Prevention 

Backpack Boyz will always have a manager on the premises during hours of operation, or at any 

time another person who is not an owner is on-site. To protect the premises for consumers, visitors, 

and employees, and pursuant to N.J.A.C. §17:30-9.10(a) Backpack Boyz will create and operate 

under a set of specific, written procedures which will be presented to employees upon hire. 

Employees will be directed to pay close attention to the access control entry points of the premises. 

Employees will only have access to the portions of the retailer that relate to their function at work. 

All agents, officers, or other persons acting for or employed by Backpack Boyz will display a 

laminated or plastic-coated identification badge issued by the company at all times while engaging 

in commercial cannabis activity at work. The identification badge will include the company name 

and license number, the employee’s first name, an employee number exclusively assigned to that 

employee for identification purposes, and a color photograph of the employee that clearly shows 

the full front of the employee’s face. 

  

Should an emergency situation arise, senior management, including the Security Manager, will 

ensure that cannabis and cash are stored securely in the Secure Room Product Storage Area and 

Manager’s Office, if time permits. In the event of an immediate response, such as earthquakes or 

power outages, employees and consumers will be relocated to secure areas of the premises with 

minimal access to cannabis. 

  

Given the internalized, secretive nature of employee theft, most companies struggle to detect fraud 

and conduct an employee theft investigation. Therefore, Backpack Boyz will establish a toll-free 

internal employee theft tip hotline program. The theft tip hotline will be operated by a third-party 
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company who will communicate concerns to senior management. The hotline will allow honest 

employees to report secretive theft concerns for review and follow-up. 

 

Emergency Services Plan 

Emergency Services Overview 

The manner in which companies handle significant events can have a long-term effect on their 

business operations. It is imperative that agents prepare for unfavorable events to avoid panic, 

handle a situation optimally, and resume work promptly. By implementing training for stressful 

events, agents can act dutifully and more confidently should the scenario occur. 

  

Backpack Boyz will draft emergency access and emergency evacuation plans that follow state and 

local fire safety standards. Backpack Boyz will prepare for, protect against, and handle any crises 

that affect the security or operation of the dispensary in the event of a fire, flood, or other natural 

disaster, or other situations of local, state, or national emergency. At least two emergency 

preparedness drills will be conducted every calendar year. In case of an emergency, it will be the 

responsibility of the Security Manager or person-in-charge to evaluate an emergency, see that 

appropriate action is taken, determine whether outside support is needed, and summon support, if 

necessary. Management will also ensure there is a valid phone number on file for all employees, 

managers, volunteers, third-party contractors who work on site, and the owner. 

  

First aid supplies and operational fire extinguishers will be available, as well as emergency 

supplies in case of an emergency. In compliance with N.J.A.C. §17:30-9.8(b)(5), Backpack Boyz 

will actively educate employees on a standard response safety protocol system, which will be 

outlined in the employee manual, and use it to enable a rapid response during unforeseen events. 

By utilizing the standard response safety protocol system, Backpack Boyz will allow for a more 

predictable and uniform series of actions as an event unfolds. Backpack Boyz will standardize the 

protocol vocabulary so all employees will understand the response and status of the event, 

providing continuity of expectations and actions. The standard response safety protocols will be 

understood and rehearsed by all employees and coordinated with local emergency responders. 

Pursuant to Code §84-50, Backpack Boyz will obtain a written approval of the security protocols 

from the Police Chief. The Police Chief will have the authority to require additional safety and 

security measures, if needed. 

 

Evacuation Protocol 

In case of fire, industrial accident, bomb threat or other emergency, an evacuation protocol will be 

used to move employees from the facility to an external rallying point. Each area of the facility 

will have pre-determined evacuation routes clearly posted in all work areas, and employees will 

be briefed on these routes and periodically rehearse them. Upon the initiation of the evacuation 

protocol, all employees will immediately cease their work activity and assist consumers, patients, 

caregivers, and visitors to the pre-determined evacuation rally site. Employees assigned a safety 

function should be the last to exit the building whenever possible. One employee will be assigned 

to take the First Aid Kit as they leave the building. A designated employee will notify the Police 

and Fire Department by calling 911. All employees will remain at the pre-determined rallying site 

until everyone has been accounted for. 

 

Additional steps to be taken in the event of a fire include: 
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• If a fire cannot be easily and safely extinguished by the employees discovering it, 

immediately notify all persons present of the fire 

• Direct all persons present to evacuate the building using the nearest safe exit 

• If possible, turn off electrical equipment and close doors against the fire 

 

Severe Weather Shelter Protocol 

During severe weather events such as tornadoes or blizzards, a shelter protocol will be initiated for 

group and self-protection. The shelter protocol may be necessary to protect individuals during 

severe weather events where seeking hardened protection is prudent. Upon the initiation of shelter 

protocol, all employees will cease all work activity and assist consumers, patients, caregivers, and 

visitors to pre-determined hardened shelter and await further instructions. All employees will 

remain at the pre-determined rallying site until everyone has been accounted for.  

 

Workplace Violence  

Backpack Boyz is committed to the safety and health of its employees, patients, caregivers, 

consumers, and the local community. Backpack Boyz will refuse to tolerate any form of violence 

in the workplace and will make every effort to prevent violent incidents from occurring by 

implementing a Workplace Violence Prevention Program (WVPP). All managers and employees 

will be responsible for implementing and maintaining the WVPP. Backpack Boyz will require 

prompt and accurate reporting of all violent incidents whether a physical injury has occurred or 

not. Backpack Boyz will prohibit discrimination against victims of workplace violence. All 

employees, including managers, are responsible and accountable for using safe work practices, for 

following all directives, policies, and procedures, and for assisting in maintaining a safe and secure 

work environment. 

 

Training employees using online resources and onsite drills ensures employees are well-versed in 

the policies that will best protect them during an incident of workplace violence. Training topics 

include: examples of workplace violence; company policies; safe confrontation and 

communication; crisis reporting; and mediation training for management to encourage healthy 

communication and conflict resolution among employees. Backpack Boyz will provide resources 

for employees to seek counseling for issues such as anger management.  

 

Backpack Boyz will not tolerate unsafe non-physical behavior such as stalking, harassment, or 

other attempts at intimidation by employees and contractors or by consumers or patients and 

caregivers, who may intentionally or unintentionally violate Backpack Boyz’s Zero-Tolerance 

Policy for acts of workplace violence or harassment. If another employee, visitor, vendor, or a 

guest becomes aggressive or violent, a manager will be notified immediately. Management will be 

trained by a security consultant on how to deal with workplace violence. Violence initiated by an 

employee will result in termination. 

 

Active Threat Nearby: Lockout Protocol 

If an active threat is witnessed or reported within reasonable proximity of the facility, a lockout 

protocol will be initiated to safeguard everyone within the facility. The lockout protocol is 

designed to prevent entry into the facility by unknown, suspicious, or dangerous individuals, and 

to maintain accountability and security of all employees within the facility. All exterior doors, 
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gates, and windows will be locked and secured. No one will be allowed into or out of the facility 

until the situation that caused the lockout is resolved. 

 

Active Threat Inside: Lockdown Protocol 

If an active threat is identified inside the facility, a lockdown protocol will be initiated to safeguard 

everyone. The lockdown protocol is used to secure individual rooms and to keep employees safely 

in place. Upon the initiation of a lockdown, all employees will assist visitors, consumers, patients, 

and caregivers to rapidly move to predetermined lockable and secured sites within the facility. 

Only law enforcement is trained to react and confront an active shooter situation. All individuals 

will remain secured within the locked sites until personally contacted by law enforcement or senior 

management, indicating all is clear and safe. At the conclusion of a lockdown protocol, a full 

accountability of everyone will be determined.  

 

Armed Robbery Response Training 

Backpack Boyz will emphasize employee training and procedural documentation on how to 

respond to an armed robbery. To help prevent escalation, Backpack Boyz will install a duress 

alarm to convey that the user is being forced to turn off the alarm system and hold-up alarms to 

communicate a robbery-in-progress. Additionally, having an easy to follow post-robbery protocol 

after an incident will greatly reduce stress and decrease the time to resuming business.  

 

All employees will receive training concerning procedures that will be implemented in the event 

of an attempted robbery. The primary objectives of these procedures will be the protection of 

human life. Senior management will be primarily responsible for implementing these procedures 

and for directing others during an event. 

  

Backpack Boyz will be using an “Armed Robbery Response Training Program” which educates 

and trains employees in effectively dealing with an armed robbery if one should occur. Backpack 

Boyz will educate and train employees in effectively dealing with an armed robbery if one should 

occur. Backpack Boyz feels that educating employees on best practices during an armed robbery 

will minimize the risk of injury during a robbery. Employees will acquire the knowledge, 

procedures, and confidence to respond to a robbery safely and effectively. In addition, the program 

is designed to assist in getting back to normal business operations as quickly as possible in the 

event of an armed robbery. 

 

Civil Unrest and Looting 

If looting or civil unrest appear to be a possibility in proximity to the premises, Backpack Boyz 

will implement civil unrest preparations to divert attention and limit damage. Backpack Boyz will 

employ tactics focused on defending against forceful entry and limiting the exposure of cannabis 

and cash. If civil unrest occurs during business hours, Backpack Boyz will follow the severe 

weather protocol and monitor the news for updates or instructions from authorities. In addition to 

preparation and policies listed above or elsewhere in this Safety and Security Plan, on-site 

preparations will include: 

• Verifying working security systems 

• Backing up secure data offsite 

• Securing trash corrals 

• Boarding windows and repairing loose items on the building 
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• Locking all doors, windows, and roof openings 

• Ensuring combustible materials (paints, oils, flammable liquids) are removed from the 

premises or stored correctly and discreetly 

• Limiting incoming shipments of cannabis 

• Depositing all currencies into the company’s financial institution 

• Leaving lights on at closing 

• Leaving cash register drawers open without money in them 

• Storing all cannabis products and cash on-site in a TL-rated safe 

 

Power Outage 

If there is a loss of power, designated employees with flashlights will direct all individuals to the 

Check In Area until power resumes. All employees will remain in the designated Check In Area 

until full accountability of employees is determined. Consumers, patients, and caregivers may be 

permitted to leave. 

 

Annual Security Review 

All security policies and procedures will be reviewed annually to ensure that they are complying 

with regulations and requirements for all applicable local and state agencies and adequately reflect 

Backpack Boyz’s business policies. Any recommended security policy revisions or updates will 

be presented to senior management for approval.  

 

On an annual basis, Backpack Boyz will undergo a security risk assessment review by an outside 

security contractor. A security recap will be submitted to senior management no later than 30 

calendar days after the review has been conducted. If the assessment identifies concerns related to 

Backpack Boyz’s security procedures, the security contractor will submit to senior management a 

plan to mitigate those concerns. 

 

Sapphire Risk will assist Backpack Boyz in the following services: 1) security master planning; 2) 

build-out security systems installation; 3) staff training online and/or offsite; 4) development of 

tailored SOPs; 5) operational analysis; 6) diversion investigations; 7) security vendor key 

performance indicators (KPIs) and; 8) annual risk assessments. Backpack Boyz will utilize 

Sapphire's extensive experience in crime prevention in developing this key element of Backpack 

Boyz's Safety and Security Plan. 
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